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DETAILED ACTION 

1 . Claims 1 -26 are pending in this office action. 

Claim Rejections 

2. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 



Claim Rejections - 35 USC § 102 

3. Claims 1-26 are rejected under 35 U.S.C. 1 02(b) as being anticipated by Sowa et 
aL (U.S. Patent Pub. No. 2002/0154776). 



Regarding claims 1 and 18 . Sowa etal. teaches a method/computer readable 
medium for establishing secure group-based communication comprising: 

• Distributing a first set of keys to a plurality of hosts for encrypting communication 
and for source authentication of group-based communication between said 
plurality of hosts (paragraph 0044); and 

• Distributing a second set of keys to said plurality of hosts for dynamically 
modifying said first set of keys (paragraph 0045). 



Regarding claims 2 and 19 . Sowa et al. teaches further comprising distributing 
said second set of keys wherein a unique set of keys are distributed to each of said 
plurality of hosts (paragraph 0038). 
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Regarding claims 3 and 20 . Sowa et al. teaches further comprising distributing 
said second set of keys wherein each of said plurality of hosts receives a unique key for 
each of said plurality of hosts except for itself (paragraph 0034). 

Regarding claims 4. 15. and 21 . Sowa et al. teaches further comprising 
communicating between said hosts in a utility data center communications environment 
(fig. 7). 

Regarding claims 5. 16. and 22 . Sowa et al. teaches further comprising 
authenticating a communication source from a host level (fig. 7). 

Regarding claims 6. 17. and 23 . Sowa et al. teaches further comprising 
authenticating a communication source from an application level (fig. 6). 

Regarding claims 7. 11. and 24 . Sowa et al. teaches further comprising adding a 
new host to said plurality of hosts and dynamically modifying said first set of keys in 
response to adding said new host (paragraph 0114). 



Regarding claims 8. 13. and 25 . Sowa et al. teaches in response to removing 
one of said plurality of hosts, dynamically modifying said first set of keys (paragraph 
0115). 
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Regarding claims 9 and 26 . Sowa et al. teaches further comprising dynamically 
modifying said first set of keys at regular intervals with said second set of keys (page 4, 
table 2). 

Regarding claim 10 . Sowa et al. teaches a method for establishing a secure 
group-based communication environment between a plurality of hosts comprising: 

• Distributing a first set of keys to each of said plurality of hosts for encrypting 
communication between said hosts and for authenticating a source of 
communication between said plurality of hosts (paragraph 0044); 

• Distributing a subset of said first set of keys to each of said plurality of hosts for 
validating said source of communication between said plurality of hosts (fig. 4, 
ref. num 115 and 117); and 

• Distributing a second set of keys to each of said plurality of hosts for dynamically 
modifying said first set of keys and said subset of said first set of keys (paragraph 
0045). 

Regarding claim 12 , Sowa et al. teaches further comprising dynamically 
modifying said first set of keys and said subset of said first set of keys with a third set of 
keys generated in response to adding said new host (paragraph 01 14). 



Regarding claim 14 , Sowa et al. teaches further comprising dynamically 
modifying said first set of keys and said subset of said first set of keys with a third set of 
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keys generated in response to removing said host from said plurality of hosts 
(paragraph 0115). 

Response to Arguments 

4. Applicant argues: 

a. Sowa et al. does not teach distributing a first set of keys to a plurality of 
hosts for encrypting communication and for source authentication of group- 
based communication between said plurality of hosts (page 12, first and 
second paragraph). 

b. Sowa et al. does not teach distributing a second set of keys to said 
plurality of hosts for dynamically modifying said first set of keys (page 13, last 
paragraph through page 14, second paragraph). 

Regarding argument (a), examiner disagrees with applicant. Therefore, claim 10 
remains rejected because the limitations were not argued. Second, claims 1 and 18 
remain rejected because of the following reasons. Applicant argues that the CCK of 
Sowa cannot teach group-based communication because paragraph 0044 of Sowa 
says that "the CCK has no relation to a particular talkgroup." The very next sentence of 
the same paragraph goes on to say: 

"the CCK is geographically specific, i.e., the CCK serves all units within a given 
location area. The location area as defined in the TETRA standard may be as small as a 
site or as big as an entire system. Each unit within a location area uses the same CCK. 
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Group communications in the outbound direction use CCK when there is no GCK/MGCK 
available for that group 0311." 

Clearly this shows the CCK being used for group-based communications, that is, 
communications within a geographically defined group or location. 

Regarding argument (b), examiner disagrees with applicant. Table 2, paragraph 
0101 and figure 14 of Sowa et al., shows the CCK being rekeyed (or replaced) and how 
the process takes place. Specifically, new CCK's are distributed that replace the old 
CCK's. 

Conclusion 

5. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon S. Hoffman whose telephone number is 571- 

272- 3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Brandon Hoffman/ 
BH 
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